IT CLUB KNOWLEDGE CENTRE

Browser Extension Security Audit

Control the software operating inside your business browser

I 1 Identify
D Extension name and ID
O Browser and version

@) Developer
O Store link / source

| 2 Review Permissions

O All-sites access
@) Al-chat page access
O Browsing history

| 3 Review Trust

D Developer identity verified
(O Privacy policy checked
D Security contact available

| 4 Decide

D Approve
(O Approve (restricted access)

O Replace
| 5 Enforce and Review

@) Policy applied
O Users notified
D New installations blocked
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User or device
Date installed
Business owner

Business purpose

Clipboard access
Downloads management

Private browsing

Ownership history reviewed
Store status confirmed
No security warnings found

Remove
Block by ID
Escalate for review

Related extensions checked
Review date recorded
Credential rotation done if needed

Browser extensions are software—discover, justify, restrict and review them.
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